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                      Oak Hill School Online Safety Policy
1.0   OAK HILL SCHOOL MISSION STATEMENT:

Oak Hill school is a welcoming and supportive environment where children can thrive socially, creatively, and academically. Our commitment to understanding each student's unique needs drives us to provide personalised pastoral support and effective behaviour guidance, ensuring high-quality learning experiences.

Collaborating closely with our partners, we deliver a diverse and engaging curriculum that caters to the individual needs of our learners. Our guiding values: Friendship, Equality, Respect, Resilience and Excellence—shape the foundation of our school ethos.

Recognising that some of our students have faced challenging experiences, both at school and at home, we aspire to make Oak Hill School a place where they can rediscover the joy of learning.  Through our school motto: Enjoy, Aspire and Achieve; our goal is to inspire them to dream big, fostering aspirations to become the individuals they envision, ultimately evolving into the best versions of themselves. The dedicated staff at Oak Hill School provide unwavering support, guiding them towards the realisation of their ambitions.
1.0 AIMS
Our aims to:
· Protect and educate pupils, staff, volunteers, and governors in their use of technology.

· Ensure robust processes are in place to safeguard the school community from online risks.

· Promote digital literacy, resilience, and critical thinking.

· Establish clear mechanisms to identify, intervene, and escalate online incidents.

· Ensure compliance with Keeping Children Safe in Education (KCSIE) 2025 and related statutory duties.

2.0 Legislation and guidance
         This policy is based on:

· Keeping Children Safe in Education 2025 (statutory guidance for schools and colleges).

· DfE guidance: Searching, Screening and Confiscation; Preventing and Tackling Bullying; Teaching Online Safety in Schools.

· The Education Acts (1996, 2002, 2006, 2011), Equality Act 2010, Data Protection Act 2018, UK GDPR.

· The Counter-Terrorism and Security Act 2015 (Prevent duty).

This policy complies with our funding agreement and articles of association.

3. Roles and Responsibilities

3.1 Trustees
· Approve and monitor this policy.

· Receive safeguarding and online safety training.

· Hold the Head teacher and DSL to account for its implementation.

· Review filtering/monitoring arrangements regularly.

3.2  Head teacher
The Head teacher is responsible for ensuring that:

· This policy is implemented consistently across the school.

· Resources and staffing are provided to support effective online safety practice.

· The DSL and technical staff are supported in their roles and given time to carry out their duties.

· Filtering and monitoring systems are in place, effective, and reviewed regularly, with governors kept informed.

· Online safety is embedded across the curriculum, staff training, and parental engagement.

· There is a whole-school safeguarding culture, where staff, pupils, and parents understand that online safety is everyone’s responsibility.

· The governing board receives regular reports on online safety, incidents, training, and the effectiveness of filtering/monitoring.

· Online safety risks are included in the school’s safeguarding risk assessments and improvement planning.

3.3 Designated Safeguarding Lead (DSL)
The DSL has lead responsibility for online safety. This cannot be delegated, though operational tasks may be shared with deputies or technical staff. The DSL will:

Filtering and Monitoring

· Oversee the effectiveness of the school’s filtering and monitoring systems.

· Work with ICT staff and external providers to ensure systems are robust, age-appropriate, and reviewed regularly.

· Keep a log of filtering/monitoring reviews and share findings with governors.

Risk Awareness

· Maintain up-to-date knowledge of emerging online risks, including:

· Artificial Intelligence (AI) misuse and deep fakes
· Misinformation, disinformation, and conspiracy theories

· Online radicalisation and extremism

· Scams, fraud, and commercial exploitation

· Online sexual harassment and harmful peer behaviour

· Ensure these risks are considered in school safeguarding risk assessments.

Incident Management

· Ensure all online safety concerns and incidents are logged, investigated, and acted upon.

· Preserve evidence where necessary.

· Liaise with external agencies (police, LA, Prevent, CEOP) when required.

· Provide support for pupils and staff affected by incidents.

· Analyse incident logs to identify trends and lessons learned.

Education and Training

· Ensure online safety is included in induction and annual safeguarding training for all staff.

· Provide updates throughout the year (briefings, bulletins, staff meetings).

· Contribute to the curriculum, ensuring pupils are taught how to stay safe online through PSHE/RSHE, Computing, and other subjects.

· Share resources and guidance with parents and carers.

Reporting and Oversight

· Provide regular reports on online safety (incidents, trends, training, filtering/monitoring audits) to the Head teacher and governors.

· Ensure governors understand online safety risks and the school’s response.

· Work with the Head teacher to evaluate the school’s overall online safety provision and identify improvements.

3.4 ICT Lead / Technical Staff

· Maintain effective filtering and monitoring systems.

· Review settings regularly, balancing safety with educational need.

· Keep technical systems secure and updated.

· Record and justify changes to filtering/monitoring.
3.5 All Staff and Volunteers

· Read and understand this policy.

· Model safe and responsible use of technology.

· Complete safeguarding/online safety training annually.

· Report concerns and incidents to the DSL immediately.

3.6 Parents/Carers
Parents and Carers are expected to:

· Support their child in the safe and responsible use of technology at home and in the community.

· Read and agree to the Pupil Acceptable Use Agreement (AUA), reinforcing its principles at home.

· Engage with school communications and resources on online safety (e.g. newsletters, workshops, website updates).

· Model positive online behaviour for their child, including respectful communication and balanced use of devices.

· Make use of parental controls, privacy settings, and home filtering/monitoring tools where appropriate.

· Monitor their child’s online activity (including gaming, messaging, and social media) and discuss safe practices regularly.

· Encourage their child to talk openly about their online experiences, building trust and shared responsibility.

· Be alert to signs of online harm such as changes in mood, secretive behaviour, or unexplained financial activity.

· Report any concerns about their child’s online safety to the school’s DSL or Head teacher.

· Seek guidance from recommended organisations (e.g. NSPCC, Childnet, UK Safer Internet Centre) if unsure how to support their child.

3.7 Pupils
· Use technology responsibly and in line with the Acceptable Use Agreement (AUA).

· Report any concerns, harmful content, or misuse to a trusted adult immediately.

· Use AI tools and online platforms responsibly, recognising risks of false or harmful content.

· Search for information using reliable and age-appropriate sources, avoiding unsafe or misleading websites.

· Think critically about online information, recognising misinformation, disinformation, conspiracy theories, clickbait, and biased content.

· Protect their personal information and never share details such as full name, address, school, or financial data without permission.

· Respect others online by using appropriate language and behaviour.

· Not attempt to bypass the school’s filtering and monitoring systems.

· Not download or install unauthorised apps, software, or extensions.

· Understand that their online actions (including in gaming, social media, and messaging) can have real-world consequences.

· Support peers by reporting harmful or unsafe content or behaviour, even if they are not directly involved.
4. Educating Pupils about Online Safety
The school teaches online safety as part of the curriculum and through the wider personal development programme (including PSHE/RSHE, Computing, Citizenship, and assemblies).

Pupils will learn to:

Content Risks
· Recognise and critically evaluate misinformation, disinformation, conspiracy theories, deep fakes and AI-generated content.

· Understand how to access reliable sources of information.

· Develop media literacy and critical thinking skills.

Contact Risks
· Recognise unsafe online contact, including grooming, exploitation, radicalisation, and unwanted peer pressure.

· Know how to respond, block, and report unwanted contact.

· Build strategies to seek help and support from trusted adults.

Conduct Risks
· Understand the impact of online behaviour, including cyberbullying, image sharing, sexting, trolling, and hate speech.

· Develop positive digital citizenship: respectful communication, consent, privacy, and managing digital footprints.

· Learn about the ethical use of AI tools and social media.

Commerce Risks
· Spot online scams, phishing, in-app purchases, gambling, and financial exploitation.

· Learn how to protect personal data and avoid identity theft.

· Be aware of manipulative online advertising and commercial pressures.

Approach
· Online safety is taught progressively and age-appropriately across year groups.

· Lessons are interactive and scenario-based, encouraging discussion and problem-solving.

· Additional focus is provided for vulnerable learners and those with SEND, recognising they may face increased risks.

· Online safety themes are revisited regularly through assemblies, tutor time, enrichment activities, and external speakers.

· Pupils are given clear routes to seek help and know how to use reporting tools safely.
5. Cyberbullying

Definition
Cyberbullying is the deliberate use of digital platforms (social media, messaging, gaming, forums, AI tools, etc.) to intimidate, harass, humiliate, or harm others. It carries the same seriousness as face-to-face bullying and will always be treated as a safeguarding concern.

School Response
· Cyberbullying incidents brought into school are dealt with under the Behaviour Policy and Safeguarding Policy.

· Pupils are not permitted to use mobile phones in school; if issues occur off-site but are brought into school, the school will respond in line with its safeguarding duties.

· The DSL logs all incidents and investigates, involving the police where necessary.

· Evidence (e.g. screenshots, chat logs) should be preserved where possible to support investigations.

· The school will take steps to contain harmful online material, including requesting removal via the UK Safer Internet Centre (UKSIC) or other appropriate agencies.

· Pupils are supported to report incidents using the SHARP system, the CEOP button, or by speaking directly to staff.

Support for Pupils
· Victims will be supported with pastoral care and safeguarding measures.

· Pupils are taught how to recognise, report, and resist cyberbullying through PSHE, RSHE, and assemblies.

· Pupils who engage in cyberbullying will face sanctions in line with the Behaviour Policy and may be referred for additional intervention or external support.

Training and Awareness
· Staff, parents, and pupils receive training on recognising signs of cyberbullying.

· Parents are encouraged to monitor their child’s online activity at home and to report concerns promptly to the school.
7 Acceptable Use of Technology
· All pupils, staff, trustees, volunteers, and visitors must read and sign the Acceptable Use Agreement (AUA) before accessing school technology.

· The school’s ICT systems, internet access, and devices must be used only for educational or professional purposes.

Users must:

· Use the internet responsibly and only visit age-appropriate, safe websites.

· Respect the school’s filtering and monitoring systems and must not attempt to bypass them.

· Protect login details and never share usernames or passwords.

· Store and share data in line with data protection and GDPR requirements.

· Report any harmful, inappropriate, or concerning content to a member of staff or the DSL immediately.

Pupils must:

· Hand in personal mobile devices at the start of the school day.

· Only use personal devices (where permitted) in line with the school’s Mobile Device Policy.

· Use AI tools only for educational purposes, under staff supervision. Misuse (e.g. generating harmful, false, or inappropriate content) will be treated as a safeguarding issue.

Staff must:

· Use school devices for professional purposes only.

· Avoid downloading or installing unauthorised apps or software.

· Keep devices secure and password-protected, especially when working remotely.

· Visitors/contractors must follow the school’s ICT terms of use and will be given guest access only where appropriate.

· Misuse of technology (including attempts to access harmful content, use of offensive language, cyberbullying, sharing of inappropriate images, or bypassing filtering/monitoring systems) will be dealt with under the Behaviour Policy (for pupils) or Staff Disciplinary Policy (for staff).

· Serious incidents may be referred to the police or other external agencies.
8. 8. Filtering and Monitoring

The school uses robust filtering and monitoring systems to protect pupils, staff, and visitors from harmful or illegal content while allowing educational access.

Filtering
· Blocks access to illegal, harmful, and inappropriate content (including extremist material, pornography, and hate speech).

· Settings are age-appropriate and regularly reviewed to balance safeguarding with educational need.

· Records of changes to filtering are logged, with reasons documented.

Monitoring
· Flags concerning activity such as:

· Self-harm, suicide, or eating disorder searches

· Extremist or radicalising content

· Cyberbullying, harassment, or hate language

· Inappropriate or harmful use of AI tools

· Alerts are sent to the DSL, who follows up every incident (whether involving staff or pupils), investigates, and records actions taken.

· The ICT Manager and DSL review monitoring reports at least monthly.

· All filtering and monitoring incidents are logged on the school’s safeguarding system.

Oversight and Accountability
· The Head teacher ensures that filtering and monitoring are resourced, maintained, and effective.

· The DSL has lead responsibility for online safety and ensures alerts are followed up appropriately.

· The Trustees receives termly reports on filtering and monitoring, and conducts an annual audit to ensure compliance with KCSIE 2025.

Review and Audit
· Filtering and monitoring systems are tested at least termly and formally audited annually.

· Logs of all system changes and decisions are kept for inspection.

· Findings from reviews and audits are used to strengthen the school’s online safety provision.
9. Staff Use of Technology
Staff are expected to uphold the highest standards of professionalism in their use of technology.

· School Devices
· Devices must be password-protected, encrypted, and used only for school purposes.

· Staff must log out of accounts and lock screens when devices are unattended.

· No unauthorised software, apps, or extensions may be installed.

· Data must be stored and shared in line with Data Protection and GDPR.

· Remote Working
· Remote working must follow secure school protocols (e.g. VPN, school-approved platforms).

· Confidential or sensitive information must not be accessed or stored on personal devices.

· Professional Boundaries
· Staff must not accept or request pupils (or former pupils under 18) as ‘friends’ or contacts on social media.

· Privacy settings on personal accounts should be kept strictly private.

· All communication with pupils and parents must be via school-approved systems (e.g. school email, learning platforms).

· Personal messaging apps, personal phone numbers, and personal email accounts must not be used for contact with pupils.

· Safeguarding Responsibilities
· If a pupil attempts to contact a staff member via personal social media or messaging, staff must not respond and should report this immediately to the DSL.

· Any concerning content or contact observed online must be reported to the DSL without delay.

· Staff must model safe and respectful online behaviour at all times.

· Working Together
· Staff must support each other by challenging unsafe practice and sharing good practice.

· Staff must engage in annual training on online safety and professional boundaries, in line with KCSIE 2025 and Working Together to Safeguard Children 2023.
10. Incident Reporting and Management

· All concerns or incidents must be reported immediately to the DSL, regardless of whether they involve pupils, staff, or visitors.

· The DSL will assess and escalate incidents as needed, following the school’s safeguarding procedures.

· Evidence (e.g. logs, screenshots, messages, search histories) will be preserved securely to support any investigation.

· All incidents are logged, monitored, and reviewed regularly. Trends and lessons learned will inform staff training, curriculum updates, and filtering/monitoring reviews.

· Victims will receive appropriate safeguarding and pastoral support.

· Where appropriate, the DSL will liaise with external agencies, including:

· CEOP (Child Exploitation and Online Protection Command) – for child sexual exploitation or grooming concerns.

· Police – where a criminal offence may have been committed or serious harm is suspected.

· UK Safer Internet Centre (UKSIC) – to support removal of harmful content from online platforms.

· Local Authority safeguarding partners – for advice or referral to children’s social care where necessary.

· Incidents involving illegal or extremely harmful material will be reported to the police and relevant authorities immediately, in line with statutory guidance.

· Governors/trustees will receive termly anonymised reports on incidents, trends, and school responses to ensure oversight and accountability.

11. Training

Staff
· All staff receive annual safeguarding training, which includes:

· Online safety risks, including AI misuse, misinformation/disinformation, radicalisation, scams, and emerging harms.

· The school’s filtering and monitoring arrangements and how to report concerns.

· Professional boundaries, privacy, and staff online conduct.

· Regular updates are provided throughout the year via staff briefings, email bulletins, and targeted sessions in response to emerging local or national issues (e.g. new scams, viral challenges, safeguarding alerts).

· Training is responsive and contextual, reflecting the specific patterns of behaviour and incidents within the school.

· Key staff such as DSLs, ICT leads, and curriculum leaders receive enhanced training on filtering/monitoring, incident response, and curriculum integration.

· Training effectiveness is monitored through safeguarding audits, staff feedback, and incident analysis.
DSL and Deputies
· Undertake child protection and safeguarding training (including online safety) at least every 2 years, with annual updates.

· Attend local DSL forums and relevant network meetings to stay informed of emerging trends and best practice.

· Keep up to date with national guidance, including KCSIE, Working Together, and external safeguarding alerts.

Trustees

· Receive safeguarding and online safety training to understand their strategic responsibilities, including filtering/monitoring oversight and curriculum delivery.

· Receive termly reports on incidents and training effectiveness to maintain robust governance.

Pupils

· Receive planned, age-appropriate online safety education through the curriculum, assemblies, tutor time, and enrichment activities.

· Sessions include content on the four categories of risk (content, contact, conduct, commerce), critical thinking, safe searching, reporting routes, and ethical use of AI.

· Guest speakers and specialist workshops are used to supplement provision.

Parents and Carers

· Receive regular information through newsletters, Wake Up Wednesday bulletins, school website updates, and workshops.

· Are encouraged to engage with national campaigns and resources (e.g. UK Safer Internet Centre, Childnet, CEOP).

· The school responds to parental feedback to address new concerns as they arise.

12. Monitoring and Review

· The DSL maintains online safety logs and ensures all incidents, alerts, and actions are recorded accurately and securely.

· Filtering and monitoring reports are reviewed at least monthly by the DSL and ICT Manager to identify patterns, emerging risks, or gaps.

· Senior Leaders receive regular summaries of online safety data to inform safeguarding actions and curriculum planning.

· Governors/trustees receive termly reports on:

· Online safety incidents and trends (anonymised)

· Training delivered and its impact

· Filtering and monitoring effectiveness

· Policy compliance and areas for development

· An annual online safety audit is carried out using the LGfL Online Safety Audit tool, alongside any relevant DfE or local authority frameworks. The findings are presented to governors and used to inform action planning.

· The policy is reviewed annually, or earlier if:

· Legislation or statutory guidance changes

· Significant incidents or emerging risks occur

· Audit or monitoring identifies weaknesses

· Audit outcomes, incident analysis, and stakeholder feedback inform:

· Policy updates

· Adjustments to staff training and pupil curriculum

· Improvements to filtering, monitoring, and reporting systems

· Where appropriate, staff, pupils, and parents are consulted as part of the review process to ensure the policy remains relevant and effective.

13. Links with Other Policies

This Online Safety Policy should be read in conjunction with:

· Child Protection & Safeguarding Policy

· Behaviour & Anti-Bullying Policy

· Staff Code of Conduct

· Data Protection / GDPR Policy

· Remote Learning Policy

· Complaints Procedure

· Curriculum / PSHE / RSHE Policy

· Mobile Devices / Acceptable Use Policy

· Whistleblowing Policy

· Low-Level Concerns Policy (if applicable)
Appendix 1: acceptable use agreement (pupils and parents/carers)

	Acceptable use of the school’s ICT systems and internet: agreement for pupils and parents/carers

	Name of pupil: 

	When using the school’s ICT systems and accessing the internet in school, I will not: 

Use them for a non-educational purpose

Use them without a teacher being present, or without a teacher’s permission

Access any inappropriate websites

Access social networking sites (unless my teacher has expressly allowed this as part of a learning activity)

Use chat rooms

Open any attachments in emails, or follow any links in emails, without first checking with a teacher

Use any inappropriate language when communicating online, including in emails

Share my password with others or log in to the school’s network using someone else’s details

Give my personal information (including my name, address or telephone number) to anyone without the permission of my teacher or parent/carer

Arrange to meet anyone offline without first consulting my parent/carer, or without adult supervision
If I bring a personal mobile phone or other personal electronic device into school:

I will not use it during lessons, tutor group time, clubs or other activities organised by the school, without a teacher’s permission
I will use it responsibly, and will not access any inappropriate websites or other inappropriate material or use inappropriate language when communicating online
I agree that the school will monitor the websites I visit.

I will immediately let a teacher or other member of staff know if I find any material which might upset, distress or harm me or others.

I will always use the school’s ICT systems and internet responsibly.

	Signed (pupil): 
	Date:

	Parent/carer agreement: I agree that my child can use the school’s ICT systems and internet when appropriately supervised by a member of school staff. I agree to the conditions set out above for pupils using the school’s ICT systems and internet, and for using personal electronic devices in school, and will make sure my child understands these.

	Signed (parent/carer): 
	Date:


Appendix 2: acceptable use agreement (staff, Directors, volunteers and visitors)

	Acceptable use of the school’s ICT systems and the internet: agreement for staff, Directors, volunteers and visitors

	Name of staff member/Director/volunteer/visitor: 



	When using the school’s ICT systems and accessing the internet in school, or outside school on a work device, I will not: 

Access, or attempt to access inappropriate material, including but not limited to material of a violent, criminal or pornographic nature

Use them in any way which could harm the school’s reputation

Access social networking sites or chat rooms

Use any improper language when communicating online, including in emails or other messaging services

Install any unauthorised software

Share my password with others or log in to the school’s network using someone else’s details

	I will only use the school’s ICT systems and access the internet in school, or outside school on a work device, for educational purposes or for the purpose of fulfilling the duties of my role.
I agree that the school will monitor the websites I visit.

I will take all reasonable steps to ensure that work devices are secure and password-protected when using them outside school, and keep all data securely stored in accordance with this policy and the school’s data protection policy.

I will let the designated safeguarding lead (DSL) and ICT manager know if a pupil informs me they have found any material which might upset, distress or harm them or others, and will also do so if I encounter any such material.

I will always use the school’s ICT systems and internet responsibly, and ensure that pupils in my care do so too.

	Signed (staff member/Director/volunteer/visitor):

 
	Date:


Appendix 3: online safety training needs – self-audit for staff

	Online safety training needs audit

	Name of staff member/volunteer:


	Date:

	Do you know the name of the person who has lead responsibility for online safety in school?
	

	Do you know what you must do if a pupil approaches you with a concern or issue? 
	

	Are you familiar with the school’s acceptable use agreement for staff, volunteers, Directors and visitors?
	

	Are you familiar with the school’s acceptable use agreement for pupils and parents? 
	

	Do you regularly change your password for accessing the school’s ICT systems?
	

	Are you familiar with the school’s approach to tackling cyber-bullying? 
	

	Are there any areas of online safety in which you would like training/further training? Please record them here. 
	 

 
 


Appendix 4: online safety incident report log

	Online safety incident report log

	Date
	Where the incident took place
	Description of the incident
	Action taken
	Name and signature of staff member recording the incident
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